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Abstract: Click fraud is one of the most common methods of cybercrime in recent years, and the Internet
advertising industry suffers huge losses every year because of click fraud. In order to effectively detect fraudulent
clicks within massive clicks, a variety of features that fully combine the relationship between advertising clicks and
time attributes were constructed. Besides, an ensemble learning framework for click fraud detection was proposed,
namely CAT-RFE ensemble learning framework. The CAT-RFE ensemble learning framework consisted of three
parts: base classifier, recursive feature elimination (RFE) and voting ensemble learning. Among them, the gradient
boosting model suitable for category features-CatBoost was used as the base classifier. RFE was a feature selection
method based on greedy strategy, which can select a better feature combination from multiple sets of features. Voting
ensemble learning was a learning method that combined the results of multiple base classifiers by voting. The
framework obtained multiple sets of optimal feature combinations in the feature space through CatBoost and RFE,
and then integrated the training results under these feature combinations through voting to obtain integrated click
fraud detection results. The framework adopted the same base classifier and ensemble learning method, which not
only overcame the problem of unsatisfactory integrated results due to the mutual constraints of different classifiers,
but also overcame the tendency of RFE to fall into a local optimal solution when selecting features, so that it had
better detection ability. The performance evaluation and comparative experimental results on the actual Internet click
fraud dataset show that the click fraud detection ability of the CAT-RFE ensemble learning framework exceeds that
of the CatBoost method, the combined method of CatBoost and RFE, and other machine learning methods, proving
that the framework has good competitiveness. The proposed framework provides a feasible solution for Internet
advertising click fraud detection.

Keywords: click fraud detection, CatBoost, recursive feature elimination, ensemble learning
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Table 6 Comparison of model results

F it FHTE S XRIFAER R MR EHER R
1 B U RRHIE 88.040 0% 88.025 3%
2 CatBoost KL 89.3220% 89.3313%
3 CatBoost AR 89.364 6% 89.358 7%
4 CatBoost+RFE  JJT3 45k 89.396 4% 89.328 7%
5 IRHMAER  FTARHE 89.425 2% 89.374 0%

4 ZERIE
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IRVEMRF IR 7V, HEZRAOKH R E SRR
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